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1. Introduction

This Implementation Guide is meant to help you not only with important subjects related to
installing or upgrading the Zen Cart® application but also to understand the issues related to
securely implementing Zen Cart® in a manner that is PA-DSS compliant.

PA-DSS

It is a requirement of the PA-DSS that you follow the instructions in this Implementation Guide
when installing or upgrading your Zen Cart® application.

Note also, that this guide is written for the v1.5.7 release of Zen Cart® unless otherwise
noted.

2. Installation Requirements
2.1 Before Starting, Ask Yourself These Questions:

2.1.1 Do You Have A Domain?
If No, stop and refer to section 2.2 for information about registering a domain for your website.

You need a domain name to host your webstore on a webserver.

2.1.2 Am | Using A Wireless Network?

If you are using a wireless network to access your online store, it MUST be configured securely.
That means securing your wifi network with a strong complex password, and NOT using the one
provided by default when resetting it or unboxing it. See the Appendix of this manual for
additional requirements for properly securing your wireless network.

2.1.3 Are You Using a Personal Firewall on Your Computers?

For security, you should always use a personal firewall when accessing any online systems,
especially your own online store's administration area.

2.1.4 Do You Have A Good Text Editor Program?

If no, stop ... you will need a good Text Editing application such as Visual Studio Code, Sublime
Text, Notepad++, UltraEdit, BBedit, Kedit, or maybe a more advanced IDE like PhpStorm.

This text editor application will be used for modifying the files if you customize the Zen Cart®
software.

NOTE: Do NOT use cPanel for editing files, nor Microsoft Word or other software designed
for fancy writing ... you want a nice clean text editor which doesn't add extra “junk” into the

files.
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2.1.5 Do You Have Access To Your Webhosting Control Panel to Create a MySQL
Database and User?

BEFORE YOU PROCEED TO INSTALLATION, make sure you have access to a MySQL database, and
username/password to that database. You may need to create the database using your
webhosting account's control panel. Contact your webhosting company for assistance. Zen Cart®
cannot create the database for you. You must use a strong secure password.

(You need to grant the following permissions to your MySQL database user: SELECT, INSERT,
UPDATE, DELETE, CREATE, ALTER, INDEX, DROP. If you must choose from more generic options
such as with an hSphere host, this would be equivalent to “dba” access or at least “read /write”.)

In a fully PCI-Compliant hosting setup, the database server would be behind a DMZ, on a separate
server other than the main webserver. In this case the DMZ firewall will need to have port 3306
open for communication between the two servers' IP addresses. It may also be necessary to grant
additional privileges to the database username you created in this step. Your server administrator
(hosting company) can assist you with these configuration details.

You will also need to know the appropriate “host” address for the database server. If it is
“localhost” then that means the database is on the same server as the webserver engine, which is
usually not a PCI-Compliant configuration. Your hosting company / server administrator can
provide you with the correct “host name” or IP address for the database server. You will use this
information during initial setup via the zc_install script explained in the following sections.

2.1.6 Do You Have Reliable FTP/SFTP Software?

If No, stop. You need to obtain a reliable FTP software package such as FileZilla, WinSCP, or
Transmit. This application is used to transfer files between your computer and your webserver.

(“FTP” is a very common website acronym for “File Transfer Protocol”)
(“webserver” refers to the computer on the internet where you have your site/domain hosted)

You should use an FTP program capable of connecting in secure SFTP mode (or FTP-with-
Implicit-TLS) when working with your website. Tutorials on how to use FTP/SFTP are available
online from the vendor of your FTP software, or generically from any number of online reference
websites.

Whenever anyone mentions “FTP’, you should use SFTP or FTP-with-Implicit-TLS instead.
This includes any subcontractors you hire to work on your website for you.

Why SFTP vs FTP?

Plain FTP mode transfers files in plain-text over the internet, whereas SFTP (“Secure FTP”) uses a
secure encrypted connection for doing the transfer. This is important since the files you are
transferring to/from your server may include sensitive information. Using an SFTP connection
will cause your data to be encrypted as it is transferred, thus protecting it from prying eyes.

Many FTP programs capable of SFTP are available for free or for a modest fee from various online
vendors. One very popular such application is FileZilla, which works on both Windows® and Mac
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OSX®. Some people prefer the more advanced look/feel of paid applications. The choice is yours.

NOTE: If your hosting company provides a file-upload service or FTP app that runs inside your
browser, we strongly recommend that you DO NOT use that for uploading large amounts of files to
your server. They may work for individual files, but are seldom reliable when uploading large
numbers of files such as a fresh install of Zen Cart, since they will often timeout without showing
any error, and leave you with a damaged set of files which operate unpredictably. Incomplete
uploads are the most common cause of problems on new sites.

2.2 Domain Name Requirements

You will need a registered domain name, connected to your webhosting account at your
webhosting company. If you need to register a domain name, we recommend using
https://hover.com

Temporary use of merely an [P address may work during initial installation, but to actually run
your shop will require use of a domain name. If your domain is brand-new and is pending initial
setup by your hosting company, a temporary domain name may be supplied to you so you can get
started without waiting.

Changing the domain-name in Zen Cart® after initial setup will require manual editing of your
configure.php files. An article on making such changes can be found at https://docs.zen-cart.com

2.3 Server Hardware Requirements

Zen Cart® itself does not “require” any particular hardware, as long as the hardware you use for
your hosting service supports the software requirements that follow.

However, you should be aware that some hardware configurations such as inadequate server
RAM, slow server hard drives, excessively restrictive firewalls, etc, can adversely affect the
operation of the Zen Cart® application.

2.4

2.5 Server Software Requirements

However, for PA-DSS compliance, you must use the latest stable versions of PHP, MySQL and
Apache. As of the date of this writing, the recommended versions for PA-DSS compliance are:

PHP version >=7.3.19 or 7.4.7 (ref: https://php.net/)
MySQL version >=5.7.30 or 8.0.20 (ref: https://dev.mysgl.com/downloads/mysql )

Apache version >= 2.4.43 (ref: https://httpd.apache.org)
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Note: While we recommend the use of Apache as your web server software, Zen Cart® will also
work with Microsoft I1S and other Web Servers (e.g. nginx), however some security features will
cease to work. Additional information on this is provided in the next section regarding .htaccess.

The Zen Cart® PA-DSS certification is performed on Linux+Apache, so using it on IIS or nginx
invalidates the certification for your site, and will require you to self-certify using your own Qualified
Security Assessor.

PHP Extensions
You will also need to ensure that your PHP version has the following modules installed:

e cURL - Required for some shipping and payment methods. (eg: sudo apt-get install php-
curl)

e OpenSSL support - Usually this is compiled into PHP and cURL upon install of PHP

SSL Certificate for HTTPS

Unless you will have no customers accessing your site via the internet, you will want an SSL
certificate added to your hosting account. A “shared” certificate may work, but dedicated is
preferred as it is a more seamless experience for your customers and is much easier to configure.
An SSL Certificate is used to encrypt sensitive data when transmitting from the customer's
browser to your site

Secure TLS (particularly support for TLS 1.2 and 1.3)

TLS is used to encrypt transmissions from your site to payment gateways or other systems like
shipping-quote services, 3rd-party order fulfilment services, etc. It's important that your
webserver be properly configured for TLS to be used with CURL, and not support old/insecure
versions of SSL/TLS.

SFTP or FTP-with-Implicit-SSL/TLS

You will also need to ensure that your hosting service allows you to use SFTP or FTP-with-
implicit-TLS for transferring files to/from your hosting server. See section 2.1.6 above for more
detail.
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MySQL

Zen Cart v1.5.7 already accommodates this, but it is mentioned here for compatibility reasons:
As of MySQL 5.6 the NO_ZERO_DATE and NO_ZERO_IN_DATE modes are deprecated, and as of
MySQL 5.7 they are included in STRICT_ALL_TABLES and STRICT_TRANS_TABLES modes. If your
database contains fields with 0000-00-00 in the data or the schema, you may need to ensure that
your MySQL server is configured with either STRICT_ALL_TABLES or STRICT_TRANS_TABLES
mode ... or make appropriate changes to your PHP files and the data already in your database
tables, and your database schema. Some strict GROUP BY rules may also need addressing.

2.6 Other Installation Requirements

PA-DSS

htaccess requirements

Zen Cart® uses Apache .htaccess files to better protect some directories for security purposes.
You should ensure that your Apache settings allow for the use of .htaccess files on your Web
server (most do). If you are unsure please check with your Hosting provider.

Specifically, Apache must be configured with AllowOverride set to either 'All' or at least both
'Limit' and 'Indexes’ parameters, and preferably the 'Options' parameter as well.

eg: <directory /name-of-your-document-root-folder-here>
AllowOverride All
# Options -Indexes # uncomment this to prevent all directory-listings
</directory>

[IS or nginx

If you are not using Apache as the web server (e.g. you are using IIS or nginx) then you should
take steps to protect the directories in a similar manner to the .htaccess files Zen Cart® suggests.
Inspect each .htaccess file in the distribution files and build corresponding rules appropriate for
your webserver engine.

SSL Certificates for HTTPS

Your web server must be able to serve pages using SSL encryption and you should have an SSL
certificate correctly installed for your domain. If you do not have SSL or are unsure, then once
again you must confer with your Hosting provider.

TLS - Your webserver must be configured to use only secure versions of TLS.

Secure FTP

Your hosting service must also offer the ability to use SFTP or FTP-with-implicit-TLS for
transferring files to/from the server.
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3. Obtaining the Current Zen Cart® Release

The current release is obtainable via SourceForge: https://sourceforge.net/projects/zencart/files
or Amazon AWS via https://www.zen-cart.com/latest_https. The release is provided as a .zip file.
For PCI Compliance, you should verify to be sure your browser is actually downloading via
HTTPS.

3.1 Verifying integrity using Hash Keys

Hash keys are a way of checking the validity of a zip file. We provide both MD5 and SHA1 hashes

for the current release. The validation hashes can be seen below the download link on the home

page of the Zen Cart® support website at https://www.zen-cart.com. The hashes are also shown
on SourceForge.

There is also information on how to use and check the hash keys in the following FAQ article:
https://docs.zen-cart.com/user/installing/installing_misc/#how-to-validate-the-integrity-of-a-
downloaded-file-md5-or-shal-checksums

3.2 Patches

The normal distribution of updates is to release a new version with fixes included. In the rare
occasion that a separate .zip file is released as a patch, the same hash-verification described above
should be performed on the zip file before unzipping to install it on your website. Again, these
zips will be released on SourceForge.

3.3 Updates/Upgrades

Updates must be performed manually. There is no built-in automated facility for upgrading the
software. (The software can automatically bring your database content up-to-date when
upgrading, but this ONLY handles the database data, and not the PHP files which run the actual
software logic.)

PCI-DSS and PA-DSS requires that we specifically inform you that “the payment application does
not receive automatic updates” and further requires that when you or your agent installs updates
that they do so in a secure PCI-DSS and PA-DSS compliant manner, and that access for said
purpose is limited to the duration of time required to perform said tasks and access is removed
thereafter. See section 10 of this guide for more guidance.

3.4 Notification of New Releases/Updates

There are numerous ways to become aware of a new release. But all updates are obtained
manually by the merchant themselves, and transmitted to the server themselves. Installation is
not automated.

e Notification in your Admin console. There is a button in the upper right corner of your
admin console which can be used to check for new versions. In some cases this button may
automatically display a message that a new version is available. This is done by querying
the Zen Cart® versioning server to determine what the latest version number is. It does
not transmit any specific information to the Zen Cart versioning server. It simply compares
your version with the latest version available, and informs you if there is a difference.
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e Notification posts on the Zen Cart® support site. You can subscribe yourself to these
notices by registering on the Zen Cart® support site and clicking the Subscribe option
(link) in the News And Announcements section.

e Alerts on SourceForge.net or the Zen Cart® wiki site, and the @ZenCart twitter feed.

4. Unpacking and Uploading the Application Software Files

4.1 Tools Required
Before you can unpack and upload the files to your server, you will need two important tools:

e An “unzip” utility, such as 7-zip, WinZip, unRar, BetterZip, etc.
Many unzip utilities are available for free, for various computer operating systems. Choose
one that suits your computer best.
IMPORTANT: When you unzip, you need to ensure that your unzip program retains the
embedded file-structure. Usually that setting is properly “on” by default, but if it prompts
you saying “xxxxxx file already exists - overwrite?” or similar, then it's most likely only
extracting the “files” and not also the “folders. In that case you'll need to make appropriate
adjustments to your unzip application settings before you can properly unzip the Zen
Cart® files.

e An FTP application capable of SFTP.
See section 2 for more information on FTP and SFTP.
You must use strong secure passwords for your FTP/SFTP access to your webserver.

4.2 Unzipping/Unpacking

The Zen Cart® release is packaged as a zip file. You will need to unzip this file using an
appropriate tool/application on your local computer, before uploading it to your web server.

NOTE: When you unzip the file it will create a folder, which will be named something like
zen-cart-v1.X.x-XxxXxXX...

NOTE: You should not upload this “zen-cart-v1.x.x.-xxxxx...” directory to your web server, but
rather the contents of that directory.

4.3 Where Do | Upload To?

The directory on your web server that you need to upload to is usually specific to the hosting
platform you are using, and you will need to check those details with your host. Usually this will
be the “public_html” or “www” or “httpdocs” or “http” folder, depending on how your hosting
company has configured their server.

Basically, in your FTP application, look for a “public_html” or “www” or “htdocs” or “httpdocs” or
“wwwroot” folder. These are the common folder names for what is referred to as the “webroot”,
which is where all website content is served from.

Your Zen Cart files (or any files to run your website, for that matter) need to be under that folder.
If they're not, then you're going to encounter “not found” errors ... because the content is not
found!
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4.4 Advanced Method

You can optionally save some time by uploading the zip file directly to your server (using FTP
etc.), and unpacking it in situ if your hosting company provides you a means of unzipping files on
the server side. Talk to your hosting company about this.

5. Pre-Installation Actions

5.1 New Installations

Before running the Zen Cart® installer you will need to address the following.

1) MySQL Database
Ensure that you have created an empty MySQL database (and corresponding username
and strong secure password) for use with Zen Cart®.
How you do this depends on your hosting configuration. Usual methods include using
cPanel or phpMyAdmin. If you are unsure, please check with your hosting company.
Strong secure passwords are required for PCI/PA-DSS compliance.
For PCI compliance, you must NOT use the “root” account for your database
credentials.
Also, see section 2 for notes about MySQL configuration details needed for properly
configuring it in a secure DMZ scenario, as required for PCI compliance.

2) configure.php files
Two files need to be created on the server. These are the configure.php files that will
contain important information to identify the settings of your particular server and the
location of the files that you just loaded. After they have been created, you will then need
to change the permissions on these files.

For a new install, the simplest way to do this is to rename these two files:
- /includes/dist-configure.php

to /includes/configure.php
- /admin/includes/dist-configure.php

to /admin/includes/configure.php

3) Setfile and folder permissions as explained in the next section.

5.1.1 File/Folder Permissions

Changing permissions on these files can often be done using your FTP application (unless you are
hosted on a Windows server). Or, you can use a File Manager console provided by your hosting
company's control panel. If you need help understanding the concepts of file permissions and
some general guidance on making these changes, consult this tutorial article: https://docs.zen-
cart.com/user/first_steps/how_do_i_install/

In the following instructions, the “INSTALL_DIRECTORY” is the “webroot” folder into which you
uploaded your Zen Cart files as explained in the previous section.

4) Ensure that the INSTALL_DIRECTORY /includes/configure.php and
INSTALL_DIRECTORY /admin/includes/configure.php are writeable. These file needs to be
writeable during the installation only, so that the installer may save some important
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settings to them. Once the installation is complete you will need to make the files read only
again.

5) Ensure that the directory INSTALL_DIRECTORY/cache is writeable. This directory needs to
be writeable, as the Zen Cart® application may need to store some important files here
(ie: Session and Cache data).

6) Ensure that the directory INSTALL_DIRECTORY/logs is writeable. This directory needs to
be writeable, as the Zen Cart® application may need to store some important files here (ie:
namely PHP error logs and debug output).

7) Ensure that the directory INSTALL_DIRECTORY/images is writeable. The images directory
needs to be writeable to allow for the uploading of product and other images that you will
use in your store. Your admin backend will be used for uploading product/category images
here.

8) Ensure that the directory INSTALL_DIRECTORY/pub is writeable. The pub directory needs
to be writeable to allow for the downloading of any virtual products that you sell, eg.
Media files (mp3/wmv/pdf). If you do not intend to ever sell these types of products then
this directory does not need to be writeable.

9) Ensure that the directory INSTALL_DIRECTORY/admin/images/graphs is writeable. This
directory needs to be writeable to allow for the creation of graph images that represent the
statistics for any banners you may serve. Ignore this if you're not using the Banner
Manager.

Note: After installation is complete, you will need to change some permissions again. More
information is given later in this document (See the section on Post-Installation Actions.)

5.2 Upgrades

Upgrading your site between v1.x versions is only as complex as the amount of customization
you've made to your site. You'll need to consider upgrades to any plugins/addons you've installed,
as well as changes you've made to any core files, and any changes made by overriding files with
custom versions of those files.

A proper FULL UPGRADE between v1.x versions is essentially a rebuild of your current site, but
using the new version. While that may sound daunting, it doesn't need to be. There are
automated tools such as WinMerge or BeyondCompare which can help you quickly identify all the
changes you made to your old site, so that you can easily re-make those changes to your new site.

Always read the “Whats New” and “Changed Files” logs located in the /docs/ folder of the new
version's release-zip file, because specific upgrade instructions, if any, for each version will be
listed there.

Warning: You should never directly upgrade a live site. Always test it separately first!

Your upgrade should be staged using a separate folder+database on your server, and then
migrated to the live site only after you've tested to confirm that no problems have been
introduced in your implementation of the upgrade.
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A simplified guide for upgrading is found at https://www.zen-cart.com/entry.php?3-How-do-I-
rebuild-my-site-on-the-new-version

Please see https://www.zen-cart.com/upgrades for guidance regarding upgrading your site.
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6. Running the Web-Based Installer
6.1 New Installs

6.1.1 Introduction

To run the Zen Cart® installation wizard, you will need to use your browser to access the web
server where you installed Zen Cart®. The installation wizard is accessed from the folder
/zc_install.

So if you have set your web server up to be accessed as http://www.MY_DOMAIN.com/
Then you would need to set your browser url to http://www.MY_DOMAIN.com/zc_install/

Note. If you attempt to load the URL where your store will ultimately reside, before running the
Installation wizard, you may get a blank page, or a screen that looks like the screenshot below.
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zen cart

Hello. Thank you for loading Zen Cart®.

You are seeing this page for one or more reasons:

1. This is your first time using Zen Cart® and you haven't yet completed the normal Installation procedure.
If this is the case for you, Click here to begin installation.

2. Your /includes/configure.php and/or /admin/includes/configure.php file contains invalid path
information and/or invalid database-connection information.
If you recently edited your configure.php files for any reason, or maybe moved your site to a different
folder or different server, then you'll need to review and update all your settings to the correct values for
your server.
Additionally, if the permissions have been changed on your configure.php files, then maybe they're too low
for the files to be read.
Or the configure.php files could be missing altogether.
Or your hosting company has recently changed the server's PHP configuration (or upgraded its version)
then they may have broken things as well.
See the Online FAQ and Tutorials area on the Zen Cart® website for assistance.

3. Additional *IMPORTANT?* Details: includes/configure.php not found

To begin installation ...

1. The Installation Documentation can be read by clicking here: Documentation

2. Run zc install/index.php via your browser.

3. The Online FAQ and Tutorials area on the Zen Cart® website will also be of value if you run into
difficulties.

6.1.2 Step 1 Welcome and System Inspection

The System Inspection page checks that various required web server components exist, and
permissions are set correctly for the Zen Cart® application to function correctly. You should
review all items on this page and take any necessary actions to correct problems highlighted here,
before continuing.

This screenshot shows the warning about missing configure.php files (which you create
manually):
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a ten rCar'r Zen Cart v1.5.5

he art of ecommerce

m SYSTEM SETUP DATABASE SETUP ADMIN SETUP FINISHED

System Inspection

TIP: For some errors and wamings below, more information may be available by clicking on the error/waming title.

Some problems that need fixing before we continue

Main /includes/configure.php file does not exist (isn't readable) or is not writeable

Admin /admin/includes/configure.php does not exist (isn't readable) or is not writeable

Refresh

Copyright © 2003-2016 Zen Cart®

Once you've created those missing files and made them writable, click Refresh and the inspection
will run again, showing you any necessary updated suggestions.
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When it is possible to proceed, the “Clean Install” button will appear, as shown here:

ZLen Cart Zen Cart v1.5.5

the art oF e-commerce

SYSTEM INSPECTION SYSTEM SETUP DATABASE SETUP ADMIN SETUP FINISHED

System Inspection

TIP: For some errors and warnings below, more information may be available by clicking on the
error/warning title.

An existing configure.php file was found. However your database seems to be current. This suggests
you are on a live site. Proceeding with Install will wipe out the current database contents! Are you
sure you want to install?

No errors or warnings were detected on your system. You may continue with the installation.

Clean Install

The image above has an indicator about some pre-existing configure.php files. If this is your first
install, you won't see the first green box above.

If you already have a Zen Cart store set up in this database, you may also see an “Upgrade” button
here. If you click “Clean Install” here, you will erase any Zen Cart data already in that database.
For instructions on doing upgrades, see the chapter on upgrading, later in this guide.
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6.1.3 Step 2 System Setup

ZLGH Can Zen Cart v1.5.5

the art oF e-commerce

SYSTEM INSPECTIONm DATABASE SETUP ADMIN SETUP FINISHED

System Setup

TIP: The field titles are clickable help links which explain what each field means.

License

Agree to license terms: [0 (Check the box to agree to GPL 2 license terms. Click the title in the left column to view the license.)
Admin Settings

Admin Server Domain https:/www.example.com

Catalog (Storefront) Settings

Enable SSL for Storefront? @ Enable SSL for Storefront?
Storefront HTTP Domain https:/www.example